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ABSTRACT 
The integration of information dispersed among multiple 
repositories is a crucial step for accurate data analysis in various 
domains. In support of this goal, it is critical to devise procedures 
for identifying similar records across distinct data sources. At the 
same time, to adhere to privacy regulations and policies, such 
procedures should protect the confidentiality of the individuals to 
whom the information corresponds. Various private record 
linkage (PRL) protocols have been proposed to achieve this goal, 
involving secure multi-party computation (SMC) and similarity 
preserving data transformation techniques. SMC methods provide 
secure and accurate solutions to the PRL problem, but are 
prohibitively expensive in practice for large data sets, mainly due 
to excessive computational requirements. Data transformation 
techniques offer more practical solutions, but incur the cost of 
information leakage and false matches.  

In this talk, we discuss how the performance of SMC based PRL 
techniques could be significantly improved by combining them 
with data sanitization techniques without incurring the cost of 
information leakage and false matches. Furthermore, we discuss 
how to efficiently handle typographical errors exist in data during 
the PRL protocol execution.   

 

 

BIO 
Dr. Murat Kantarcioglu is an Associate Professor in the Computer 
Science Department and Director of the UTD Data Security and 
Privacy Lab at the University of Texas at Dallas. He holds a B.S. 
in Computer Engineering from Middle East Technical University, 
and M.S. and Ph.D degrees in Computer Science from Purdue 
University. He is a recipient of NSF CAREER award and Purdue 
CERIAS Diamond Award for Academic excellence. Currently, he 
is a visiting scholar at Harvard Data Privacy Lab.  
Dr. Kantarcioglu's research focuses on creating technologies that 
can efficiently extract useful information from any data without 
sacrificing privacy or security. His research has been supported by 
grants from NSF, AFOSR, ONR, NSA, and NIH. He has 
published over 100 peer reviewed papers. Some of his research 
work has been covered by the media outlets such as Boston 
Globe, ABC News etc. and has received two best paper awards.  

 
 

 

 
(c) 2014, Copyright is with the authors. Published in the Workshop 
Proceedings of the EDBT/ICDT 2014 Joint Conference (March 28, 
2014, Athens, Greece) on CEUR-WS.org (ISSN 1613-0073). 
Distribution of this paper is permitted under the terms of the Creative 
Commons license CC-by-nc-nd 4.0 
 
7th International Workshop on Privacy and Anonymity in the 
Information Society (PAIS’14) March 28, 2014, Athens, Greece 

384


	Message from the Chairs
	Algorithms for MapReduce and Beyond (BeyondMR)
	Scheduling MapReduce Jobs on Unrelated Processors
	Binary Theta-Joins using MapReduce: Efficiency Analysis and Improvements
	On the design space of MapReduce ROLLUP aggregates
	Determining the k in k-means with MapReduce
	Tagged Dataflow: a Formal Model for Iterative Map-Reduce
	Processing Regular Path Queries on Giraph
	Graph-Parallel Entity Resolution using LSH & IMM
	Modular Data Clustering - Algorithm Design beyond MapReduce

	Bidirectional Transformations (BX)
	Preface to the Third International Workshop on Bidirectional Transformations
	Implementing a Bidirectional Model Transformation Language as an Internal DSL in Scala
	Towards a Framework for Multidirectional Model Transformations
	Formalizing Semantic Bidirectionalization with Dependent Types
	BenchmarX
	Towards a Repository of Bx Examples
	Intersection Schemas as a Dataspace Integration Technique
	Bidirectional Transformations in Database Evolution: A Case Study ``At Scale''
	Entangled State Monads
	Spans of lenses

	Energy Data Management (EnDM)
	Pipeline Production Data Model
	Renewable Energy Data Sources in the Semantic Web with OpenWatt
	A Generic Ontology for Prosumer-Oriented Smart Grid
	Computing Electricity Consumption Profiles from Household Smart Meter Data
	ECAST: A Benchmark Framework for Renewable Energy Forecasting Systems
	Energy Data Management: Where Are We Headed? (panel)

	Exploratory Search in Databases and the Web (ExploreDB)
	Exploratory Search in Databases and the Web
	Exploring Big Data using Visual Analytics
	On the Suitability of Skyline Queries for Data Exploration
	Hippalus: Preference-enriched Faceted Exploration
	The DisC Diversity Model
	Exploring RDF/S Evolution using Provenance Queries
	Skyline Ranking à la IR
	Multi-Engine Search and Language Translation

	Querying Graph Structured Data (GraphQ)
	An Event-Driven Approach for Querying Graph-Structured Data Using Natural Language
	GraphMCS: Discover the Unknown in Large Data Graphs
	Graph-driven Exploration of Relational Databases for Efficient Keyword Search
	Implementing Iterative Algorithms with SPARQL
	A Map-Reduce algorithm for querying linked data based on query decomposition into stars
	Performance optimization for querying social network data
	Frequent Pattern Mining from Dense Graph Streams

	Linked Web Data Management (LWDM)
	Quantifying the Connectivity of a Semantic Warehouse
	Scalable Numerical SPARQL Queries over Relational Databases
	Similarity Recognition in the Web of Data
	Mining of Diverse Social Entities from Linked Data
	TripleGeo: an ETL Tool for Transforming Geospatial Data into RDF Triples

	Multimodal Social Data Management (MSDM)
	Social Data and Multimedia Analytics for News and Events Applications
	Event Identification and Tracking in Social Media Streaming Data
	Recommendation of Multimedia Objects for Social Network Applications
	Estimating Completeness in Streaming Graphs

	Mining Urban Data (MUD)
	Mining Trajectory Data for Discovering Communities of Moving Objects
	Mobile Sensing Data for Urban Mobility Analysis: A Case Study in Preprocessing
	Crowd Density Estimation for Public Transport Vehicles
	Traffic Incident Detection Using Probabilistic Topic Model
	Predictive Trip Planning – Smart Routing in Smart Cities
	Addressing the Sparsity of Location Information on Twitter
	Efficient Dissemination of Emergency Information using a Social Network
	Crowdsourcing turning restrictions for OpenStreetMap
	Big data analytics for smart mobility: a case study
	Smart Applications for Smart City: a Contribution to Innovation
	Analysis of Relationships Between Road Traffic Volumes and Weather: Exploring Spatial Variation
	SiCi Explorer: Situation Monitoring of Cities in Social Media Streaming Data
	A Cascading Wavelet-Feed Forward Neural Network Approach for Forecasting Traffic Flow
	Combining a Gauss-Markov model and Gaussian process for traffic prediction in Dublin city center
	Sensing Urban Soundscapes

	Privacy and Anonymity in the Information Society (PAIS)
	A Hybrid Approach for Privacy-preserving Record Linkage
	Clustering-based Multidimensional Sequence Data Anonymization
	Efficient Multi-User Indexing for Secure Keyword Search
	Community Detection in Anonymized Social Networks
	Secure Multi-Party linear Regression
	Data Anonymization: The Challenge from Theory to Practice
	A Privacy Preserving Model for Ownership Indexing in Distributed Storage Systems


